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CYCLIC THREE-STAGE PROCEDURE FOR SINGLE-CHANNEL DETECTION OF
MOBILE RADIO SIGNALS IN THE FREQUENCY-TIME DOMAIN

In the context of a full-scale invasion and military operations for the independence of Ukraine, the
issues of radio monitoring of radio emission sources of telecommunication networks and systems are
gaining special attention and require fundamentally new approaches to the level of informatisation,
technical implementation and increase of their efficiency.

Today, technical means of radio interception, monitoring and direction finding in mobile radio
networks are implemented in the form of software and hardware complexes, the most important
performance indicators of which are speed, detection accuracy and reliability of recognition of mobile
radio communication means with their information content. At the same time, these issues still remain
problematic and require further development of methods and means for searching and detecting signals
of mobile radio communication equipment in both frequency and time environments of
telecommunication channels and their subsequent information processing.

To address this issue, the authors propose a cyclic procedure for single-channel search for mobile
radio signals with three stages of detection in the frequency-time domain and its mathematical model. It is
shown that the use of a cyclic procedure for single-channel search for signals of mobile radio
communication means with three stages of detection in the frequency-time domain will ensure high
quality of radio monitoring and efficiency of estimation of spectral components of radio signals in terms
of speed, detection accuracy and probability of recognition of mobile radio communication means with
further determination of their information content.

Keywords: radio monitoring, telecommunication networks, mobile communication systems,
performance indicators, speed, detection accuracy, recognition probability.

Introduction. In the context of a full-scale invasion and military operations for Ukraine's
independence, the issues of efficiency of radio monitoring (RM) of radiation sources (RS) of
information and telecommunication systems (ITS) are gaining special attention. This is confirmed
by the fact that under martial law, the State Enterprise ‘Ukrainian State Centre of Radio
Frequencies’ (SE ‘UCRF’), which in peacetime is responsible for radio frequency monitoring of
fixed and mobile ITS, begins to be subordinated to the command of the General Staff of the Armed
Forces of Ukraine, which ensures coordination of air defence, electronic and radar intelligence and
electronic warfare of the state's security forces both in Ukraine and partially abroad.

Therefore, the issues related to the development of new and improvement of existing
technical means of RM, based on the further development of the scientific and methodological
apparatus, the results of assessing their effectiveness, software and algorithmic support and practical
implementation, remain extremely relevant [1].

Problem formulation. Today, the technical means of radio interception, monitoring and
direction finding in the networks of mobile radio communication systems are implemented in the
form of software and hardware complexes (SHC), the most important performance indicators of
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which are speed, accuracy of detection and probability of recognition of mobile radio
communication means with their information content.

At the same time, these issues still remain problematic [2] and require further development of
methods and techniques for searching and detecting signals of mobile radio communications in both
frequency and time environments of telecommunication channels and their information processing.

Goal statement. In the structure SHC of the radio monitoring system for RS e main place is
occupied by the subsystem of radio receiving devices (RRD), which solves the problem of signal
detection in the frequency-time domain by cyclic procedures with one or more detection stages that
implement methods of sequentially parallel signal search and detection. In [3, 4], a description of
the cyclic procedure for single-channel of single-channel search for RM signals with one and two
stages of detection in the form of a directed probabilistic graph, which is schematically shown in
(Fig. 1), and its mathematical model in the form of expression (1) to determine the probability of
successful
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Figure 1 — Graph of the cyclic procedure of single-channel search with two stages of detection

where Fq1, Fgoare the probabilities of the first kind of error (false detection) when analysing a
cell with number q (9= 1, 2, ..., N-1) that does not contain a signal at the first and second detection
stages;

D;, D, - probability of the second type of error (signal miss) when analysing the cell with
number N at the first and second detection stages;

P; - he probability of starting viewing from the i-th cell (i=1, 2,..., N).



According to the relation (1) in [4], the calculated dependences of the probability of
successful completion of the search for a given time in the frequency-time domain on the search
time for the case with one and two degrees of detection are given (Fig.2).

Analysis of the above data shows that the probability of successful completion of the search
for the analysis time t; = 1 sec is P; = 0.341 and P, = 0.788, respectively, with one and two
detection levels, which requires further improvement of the search procedure in order to increase
the probability and speed of successful completion of the detection of RS (search efficiency).
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Figure 2 — Probability of successful completion of the search for a given time

Main part. To achieve this goal, a mathematical model of a single-channel search for signals
of mobile radio communications with two stages of detection in the frequency-time domain was
chosen as a prototype [4]. In contrast to the prototype, in the cyclic procedure with three stages of
detection, the search for radio signals of the RS is carried out as follows. At the first stage, the
signal is detected in each of the N analysed channels within the time ty; which is less than the signal
analysis time during the search with one detection stage. If a signal is detected, the second stage is
activated for time ty,. If a signal is detected at the second stage, the third stage starts to operate for
time tas.

Thus, one of the conditions for a search with three stages of detection is the inequality ta, < ta,
< tas. The search for a signal can be completed either on the first cycle (when the search area is first
viewed) or after some random number of cycles, and the duration of each cycle is a random value
due to the time spent analysing signals in the channels. The time taken to analyse the signal in each
channel can have three values: tas, tag+ta2 and ta+tao+tas.

According to the rules of graph transformation [5, 6], we obtained expressions for the
functions of transition of a graph from the initial state S to the absorbing state H, which corresponds
to the successful completion of the search (correct recognition):




Figure 3 — Gaph of a cyclic single-channe search procedure with three stages of detection.
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where Fq1, Fq2, Fq3 are the probabilities of the first kind of error (false detection) when
analysing a cell with number g (g= 1, 2,.., N-1) that does not hold the signal at the first, second and
third detection stages;

D;, Dy, D3 - probabilities of the second kind of error (signal miss) when analysing a cell with
number N at the first, second and third detection stages;

- probability of starting viewing from the i-th cell (i=1, 2,..., N).

Provided that the moments of signal appearance within the search area are uniformly
distributed and that the search subsystem uses the same type of RRD,

Fo=F, F.=F, Fs=F

q2 q3

then after representing H(s) as a geometric series and performing the inverse Laplace
transform [5, 6], the expression for the probability of successful completion of the search for a
given time in the frequency domain with three stages takes the form:
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means Z that you need to take the sum of different terms of the form
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ri, Iz, I3 - any integers or zeros whose sum is equal:
Fr=r+r+rn=n,

(5)

1, I2, I3 - arbitrary integers or zeros, the sum of which is defined as
=l +1, +l, =n(N-1)+ N —i
(6)
To calculate the probability of successful completion of the search for a given time in the
frequency domain with three degrees of detection, it is necessary for each i to sum all components
with indices n, ry, 1y, 13, Iy, I2, I3, satisfying the inequalities:
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(7)

As with the search for RS signals with one and two detection stages, it is necessary to take
into account, along with the frequency coincidence, the time coincidence in one channel of the
desired signal.

The description of the state of a single-channel subsystem for searching for signals with three
detection stages in the time domain is similar to the case of searching for signals with one and two
stages [3,4]. But the time spent on analysing a signal in one channel will already have three values:
ta1  in the case when only the first stage is involved, ti;+ta,> in the case when two stages are
involved, and tai+ ty, +ta3 In the case when three detection stages are involved. The time of channel
analysis when a signal is detected is equal to the sum of ta;+ ta +ta3. Taking this into account, the
time of one search cycle T is defined as

T=t,N+t,1-D, +(N-1)F)+
+ta3[(1_ Dl)(l_ D2)+ (N _1)F1F2]'
(8)
To calculate the probability of an RRD and a signal meeting during the time t, of analysing N

channels, we use the basic provisions of the theory of geometric probabilities similar to the case of a
search with a single detection stage [5, 6]. Then the time of signal analysis in one channel t, is

1-D,+(N -1)F,
N
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a3 N

+

T
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a

9)
Taking into account the above, the expression for calculating the probability of successful
completion of a search with three degrees of detection in the time domain in one viewing cycle will

be as follows:
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The fact of simultaneous detection of a signal in the frequency and time domains of the search
can be considered as independent random events. Then the expression for determining the
probability of successful completion of the search for a given time in the frequency-time domain
with three degrees of detection can be as follows:

P, (t)= ziz

xf-@- D)P‘] la-pp ( (1 D, )R] x
x[(l—D )i-D,)P (- (1D, )Pt)] o

<SRRG R RRa-F)

><(1— D,)1-D,)1- D, P x

(11)

To calculate the probability of successful completion of the search for a given time in the
frequency-time domain with three stages in expression (11), it is necessary for each i to sum all the
components with indices n, ry, Iy, r3, Iy, Iz, I3, satisfying inequalities (7).

Thus, the cyclic procedure for searching for RS for a given time in the frequency-time domain
with three stages is mathematically described.

To evaluate the effectiveness of the considered procedure, the dependences of the probability
of successful completion of the search for a given time in the frequency-time domain on the search
time for cases with one, two, and three stages of detection were calculated and plotted against the
search time (Fig. 3).
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Figure 4 — Dependence of the probability of successful completion of the search for a given
time in the frequency-time domain on the search time with different number of detection degrees
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When constructing these dependencies, the following were assumed: t. = 100 ms, F1= F,=
F3= 0.001, N= 8, the analysis time at each subsequent detection stage is 3 times longer than at the
previous one. The total signal analysis time at all detection stages is t, = 40 ms. The probability of a
signal miss at the last stage was taken as P=0.1.

The probability of signal miss at the previous stages was determined by the Neumann-Pearson
criterion [5,6] at the given values of the probability of false detection. It is taken into account that
the detection parameter (signal-to-noise ratio) is inversely proportional to the duration of signal
analysis [7], and the signal is detected with a random amplitude and phase.

Conclusions. The analysis of the obtained results shows that in order to increase the
efficiency of searching for RS signals, it is advisable to use cyclic search procedures with several
stages - multistage detection. The use of the procedure for searching for RSI with one stage of
detection is inefficient, but the time required to successfully complete the search is minimal. The
introduction of the second stage makes it possible to significantly increase the probability of
successful completion of the search for a given time by an average of 2.5 times compared to the
search with one stage of detection, and can be recommended for use in practice. The use of a cyclic
procedure for detecting RS with three stages further increases the probability of successful
completion of the search within a given time by 1.3 times compared to the search with two stages of
detection. In this case, this probability tends to one, which suggests that further increase in the
number of stages becomes inappropriate.

In addition, it is possible to increase the probability and reduce the average time of successful
completion of the search for RSI by parallel operation of several RFPs, each of which performs an
independent cyclic signal search. That is, there is a scientific and practical task to consider the
procedures of multichannel (sequentially parallel) search for RSI and determine the rationally
required number of RFPs, which makes it possible to ensure the required probability of successful
completion of the signal search for a given time. However, these issues are beyond the scope of this
article, require separate analysis and can be considered as areas for further research.
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HUKJ/ITYHA TPUETAITIHA TIPOUHEAYPA OTHOKAHAJIBHOI'O BUSIBJIEHHA
PYXOMMUX PAJIOCUT'HAJIIB Y YACTOTHO-YACOBIHN OBJIACTI

B ymoeax nosenomacwimadnozo emopzHenHa ma 6ilicbKoeux Oiil 3a He3anexcHicmy YKpainu
RUMAHHA PAOIOMOHIMOPUHZY Odcepesl PadioBUNPOMIHIOBAHHA METEKOMYHIKAWIHUX Mepedc i cucmem
Haobysaomp ocoonaueoi yeazu ma nompeoyiomos RPUHUUNOBO HOBUX RIOX00i6 00 pieH:a iHgopmamu3ayi,
mexHiunoi peanizayii ma niosuuieHna ix eghekmugHocmi.

Ha cbo200ni mexniuni 3acoou padionepexonnenns, MOHIMOPUHZY MA NEIEH2YBAHHA 8 MePeHcax
PYXOMO020 paodiose'a3Ky peaiizyiomsca y euziaoi npozpamHo-anapamHux KOMnieKcie, Haueaycausiviumu
HOKA3HUKAMU eheKmUsHoCcmi AKUX € WEUOKOOiA, MOUHICMb 6UAGIeHHA mMa 00CMOGIPHICHb
PO3ni3HABAHHA 3ac00i6 pyXxomozo paodio3e'asky 3 ix ingopmauiitnum nanoeuennam. Pazom 3 mum, ui
NUMAHHA 6Ce Wie 3aNUMAIOMbCA NPOOIeMHUMU | NOMPEOYIOmb NOOATIbULOZO POZCUMKY MEMmOOie i
3aco0ié NOWIYKy ma 6UAGNEHHA CUZHATIE 3AC00i8 PyXOMO020 pacdio3e'a3Ky AK y 4HACHOMHOMY, MAK i 6
Yacoeomy cepeoosuiax meneKOMyHIKauilHux Kananie 36'a3ky ma ix nooanvuwioi iHgopmauiiinoi
00pooKu.

Jna supiwienna yiei npodiemu 3anponoHOBAHO WUKIIYHY RPOUEOYPYy 0OHOKAHANbLHO20 HOULYKY
CUZHATIIG PYXOMO20 PAOi036'A3KYy 3 MPbOMA emANnamMu 6UsAGIEHHA 8 YACHOMHO-4acoesiil oonacmi ma iV
Mmamemamuuny mooens. llokazano, w0 6uKoOpucmanta YUKIiuHOi npouedypu 00HOKAHAIbHO20 NOWYKY
CUZHATIE PYXOMUX 3aAC00i8 padin38'a3Ky 3 mpbomMa emanamu 8UA61EHHA 6 YACHOMHO-4acosiil 001acmi
3abe3neuums GUCOKY AKICMb pPAOIOMOHIMOPUHZY mMaA e(eKMUGHICMb OUYIHIOBAHHA CHEKMPATbHUX
CK1a008UX pAOdioCUZHANIE 34 NOKAZHUKAMU WIBUOKOCH, HMIOYHOCMI 6UA6NEHHA ma UMOGIpHOCHI
PO3RIZHAGAHHA PYXOMUX 3aC00i6 PAdio36'a3Ky 3 NOOANLUUM 6UHAYUEHHAM iX IHhopmayiiino2o 3micmy.

Kniouosi cnoea: padiomonimopune, meaexomyHikayiitni mepesici, cucmemu mMooinbHozo 36'a3Ky,
ROKA3HUKU eleKmugHoCcmi, wWieUOKICHb, MOYHICHb GUABTIEHHS, GIPOZIOHICHb PO3NI3HABAHHA.
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