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METHODS OF THE PUBLIC-KEY BASED AUTHENTICATION IN THE
INTERNET OF THINGS

The Internet of Things (1oT) is a modern paradigm where everyday objects are interconnected and
communicate with each other over the Internet. 10T facilitates the direct integration of physical objects with
the cyber world through intelligent sensors, RFID tags, smartphones and wearable devices. 10T networks
offer a variety of application areas, covering environmental monitoring, healthcare, smart cities, military
aviation, and intelligent transportation systems. The number of devices open to the public network is
gradually increasing; devices have a direct interaction with the physical world to collect data. Currently,
one of the most debatable problems in the development of post-NGN communication networks is the
problem of identifying the Internet of Things devices. Modern anonymization methods and the supposed
large number of Internet of Things devices connected to the public communications network make modern
communication systems vulnerable to intruders. The vulnerability of security consists in the impossibility
of authentication of the Internet of Things devices, which opens the possibility for attackers to manufacture
counterfactual physical and virtual products.

This situation requires secure solutions to prevent private information leakage and malicious
activation through peer-to-peer authentication and secure data transfer between 10T nodes and servers.
However, the existing structure and IP-based 10T primitives are not fully developed with resource-
constrained 10T devices (such as power consumption, computational resource, communication ranges,
RAM, FLASH, etc.). As a result, lighter solutions are needed to ensure security on 10T devices with limited
resources.

Obijective is to create a public-key based authentication method for 10T system that will be more
optimized and secure than methods which already used for the Internet of Things. During the work process
most of the existing methods of the public-key based authentication have been analyzed. Based on this
analysis was proposed an authentication method that combines existing methods with improved
cryptography algorithm.
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Introduction. The Internet of Things (IoT) is a modern paradigm where everyday objects are
interconnected and communicate with each other over the Internet. IoT facilitates the direct
integration of physical objects with the cyber world through intelligent sensors, RFID tags,
smartphones and wearable devices [1]. 10T networks offer a variety of application areas, covering
environmental monitoring, healthcare, smart cities, military aviation, and intelligent transportation
systems. The number of devices open to the public network is gradually increasing; devices have a
direct interaction with the physical world to collect data.

Currently, one of the most debatable problems in the development of post-NGN communication
networks is the problem of identifying the Internet of Things devices. These problems are stipulated
by the impossibility of detection and control of IP devices by modern methods used to find devices
in the public communications network (PCN). Modern anonymization methods and the supposed
large number of Internet of Things devices connected to the PCN make modern communication
systems vulnerable to intruders. The vulnerability of security lies in the impossibility of
authentication of the Internet of Things devices, which opens the possibility for attackers to
manufacture counterfactual physical and virtual products.

This situation requires secure solutions to prevent private information leakage and malicious
activation through peer-to-peer authentication and secure data transfer between 10T nodes and
servers. However, the existing structure and IP-based 10T primitives are not fully developed with
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resource-constrained 10T devices (such as power consumption, computational resource,
communication ranges, RAM, FLASH, etc.) [2]. As a result, lighter solutions are needed to ensure
security on loT devices with limited resources.

Formation of the problem. There are several types of public-key based authentication methods
that can be used for 10T devices but we should relay to the fact that 10T devices are really resources
limited. The methods of authentication with large mathematical operations can cause the 10T device
or sensor to malfunction. And it’s a really big problem since the sensor needs to do a high resource
loading operation before each data sending to the server and while it will be doing this the main data
processing will be blocked which leads to losing data.

By analyzing existing public-key based authentication methods we need to find the best solution
that can be applied to IoT devices depending on the limitations. This method should have a high
security level and be lightweight.

Analysis of previous studies. One of the first examples of symmetric cryptography is presented
in [3]. A symmetric-key system is used to provide confidentiality of messages in transmission,
storing, and processing. The symmetric-key algorithm performs the operations of
encryption/decryption based on a single key that is shared by two or more parties. Unlike [3 - 4]
argues that there is a difficulty in symmetric cryptography; unsecure delivery of the key from the
encoder to the decoder(s) can introduce a security risk. Anyone who gains access to the symmetric
key can access/modify/send the message without the recipient’s knowledge that the message has been
modified.

Authors in [4] argue that the symmetric key algorithms are quite efficient, but the key
distribution is difficult to IoT end devices. The key distribution requires a secure connection between
the key distribution server and the IoT nodes. Public-Key Cryptography (PKC) and asymmetric
cryptography are two effective ways of providing confidentiality and authentication.

The author of [5] has also found that this method of cryptography is difficult for loT end
devices. However, researchers have concluded that the RSA is a relatively slow algorithm for
encryption however it is commonly used to pass encrypted shared keys for symmetric key
cryptography. Since RSA encryption is an expensive operation, in IoT it is rather used in combination
with symmetric cryptography.

As we know from [6] in the loT environment, the general public-key problem is the requirement
of an authenticated exchange of public keys. The PKI consists of components to securely distribute
public keys and is widely used in the traditional Internet. The most important aspect of the PKI is a
trusted third party who signs the identifier of an entity with its private key.

But PKI also has cons, as reported by [7] and [8], when PKI comes to very resource-constrained
devices in the 10T, for most current deployments there is either no security at all or security that is
based on shared keys or pins/passwords. It means that the risk of hacker attacks and eavesdropping
is huge. As we are getting more and more dependent on the 10T, this risk is not acceptable.

Security in 10T implementations must be a critical component either during the device design
and manufacturing phase or during the initialization phase or a product update. Previous studies
indicate that there is no method of public-key-based authentication which will fit best in all situation,
it depends on the performance of the devices. All of these methods, presented in the review, have
pros as well as cons. The purpose of the study is to find a way to combine symmetric and asymmetric
cryptography in order to achieve the best results, so that we can compensate for different method’s
shortcomings. Theoretically, this combined method will have good security enough in most cases and
will fit most Internet of Things end devices.

Main part. Symmetric encryption (Fig. 1) is used to ensure the confidentiality of the message
during its transmission, storage, and processing [3]. The symmetric key algorithm performs
encryption/decryption operations based on a single key used by two or more parties. The difficulty in
symmetric cryptography is the secure delivery of the key from the encoder to the decoder, which can
create a security risk. Anyone who accesses the symmetric key can access/modify/send the message
without the recipient knowing that the message has been modified. To address these issues, public-
key encryption has been developed.
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Figure 1 - Authentication method with symmetric cryptography

In symmetric-key encryption, the secret key S, the text message T and the encrypted text E of
have the same length. For example, in AES 128 (Advanced Encryption Standard), the length of S, T,
E is 128 bits (16 bytes), and encryption and decryption operations consist of XORing, permutations,
bit offset, and linear mixing functions, which are performed in a known order. In general, the original
plain text is divided into several blocks of fixed length:

E; = Encrypt (S,T;) €Y

The weakness of symmetric cryptography is that the same blocks of plain text lead to the same
cipher blocks. This is especially important for packages with a known format and a repeating pattern
in the payload. To introduce randomness into cipher blocks and make decryption attacks difficult,
you can use a Cipher Block Chaining (CBC), where before encoding each block of plain text is an
exclusive operation (XORed) with the previous cipher block [9].

Asymmetric encryption or Public-Key cryptography (Fig. 2) always uses two different keys -
private and public [10]. However, they are always generated as a linked pair. The private key always
remains with the sender, while the public key is transmitted over an insecure channel to the receiving
party [4]. The public key can be used to encrypt messages that can only be decrypted with the
associated private key. The private key can generate an electronic signature that allows the recipient
to uniquely identify the sender using the associated public key.
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Figure 2 - Authentication method with asymmetric cryptography
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Symmetric key algorithms are quite efficient, but key transfer is quite complex for 10T end
devices. Key distribution requires a secure connection between the key distribution server and the
loT nodes. Public-key cryptography (PKC) is an effective way to ensure confidentiality and
authentication [4]. Unlike symmetric encryption, asymmetric encryption is based on the idea of using
one-way mathematical functions. They should be as simple as possible to calculate, but it is very
difficult for them to do the reverse calculation. Since the constant increase in computing power
improves the ability of computers to compute complex reversing functions, keys must be of
appropriate length for proper security. Currently, 2048-bit keys such as RSA 2048 are classified as
secure. Since encryption and decryption rates decrease as key lengths increase, asymmetric methods
are only practical for processing small amounts of data.

As we see from [5] it also has been found that this method of cryptography is difficult for 10T
end devices. It's because of a relatively slow speed of The RSA algorithm for encryption and that’s
the reason why it is commonly used to pass encrypted shared keys for symmetric key cryptography.
Since RSA encryption is an expensive operation, in loT it is rather used in combination with
symmetric cryptography.

The problem with using public-key cryptography is the certainty/proof that a certain public key
is genuine. It is correct and belongs to the declared person or legal entity, and has not been changed
or replaced by an attacker or a third party. The usual approach to solving the problem is to use a PKI
in which one or more third parties, known as a Certification Authority (CA), certify ownership of the
key pairs.

A Public-Key Infrastructure (PKI) (Fig. 3) is a set of roles, policies, and procedures required to
create, manage, distribute, use, store, and revoke digital certificates, and manage public-key
encryption [11]. In the 10T environment, a common public key problem is the requirement for
authenticated public key exchange. PKI consists of components for reliable public key distribution.
The most important thing in PKI is a trusted third party that signs the entity ID with its private key.
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Figure 3 - Authentication method with public-key infrastructure

As we know from [6] in the loT environment, the general public-key problem is the requirement
of an authenticated exchange of public keys. The PKI consists of components to securely distribute
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public keys and is today widely used in the traditional Internet. The most important part of the PKI is
a trusted third party who signs the identifier of an entity with its private key.

But PKI also has cons, as reported by [8] and [12], when PKI comes to very resource-
constrained devices in the 10T, for most current deployments there is either no security at all or
security that is based on shared keys or pins/passwords. It means that the risk of hacker attacks and
eavesdropping is huge. As we are getting more and more dependent on the loT, this risk is not
acceptable.

Proposed solution. We already know that symmetric cryptography has very good performance,
which is exactly what we need to use it with resource-limited devices and sensors of the Internet of
Things, but there is a drawback in the form of an insecure transmission of a single symmetric key.
On the other hand, we have asymmetric cryptography, which has very good protection against
hacking, but has algorithms that are difficult to calculate, which limits its use with devices of the
Internet of Things. We propose a solution to combine these methods for maximum performance and
security.

In the proposed solution, asymmetric cryptography is used only once when communicating
between 10T devices in order to encode a symmetric key. For asymmetric cryptography, the Elliptical
curve cryptography (ECC) algorithm was chosen, which provides the smallest key size, which
provides good performance for 10T devices. Symmetric cryptography will be used for the main
communication between devices and the server, using asymmetric cryptography to encrypt the
symmetric key, we get rid of the most important disadvantage of symmetric cryptography, namely,
the secure transfer of the key from the device to the server. The general scheme of work of my solution
is shown in the Fig 4.
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Figura 4 - Proposed solution, work algorithm

Conclusions. The proposed solution has good performance and is suitable for use in resource-
limited devices and sensors of the Internet of Things, which is achieved by using asymmetric
cryptography only for encrypting the symmetric key, as well as using the EEC algorithm, also the
solution has required level of security, since the main drawback of symmetric encryption has been
fixed. This solution can be used both for home devices and sensors as well as for industrial devices
of the Internet of Things.
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[ Hdyas 0.0., K.T.H., ¢.H.c. MiHOouKkiH [I.A.
METO/AN ABTEHTU®DIKAIIII HA OCHOBI BIIKPUTOI'O KJIIOYA 1JISA CUCTEMHU
IHTEPHETY PEUEN

Inmepuem peueii (10T) — ue nosa napaouzcma, 0e NOGCAKOEHHI 00’cKmu 63A€MON08’a3ani ma
CRIKyIomuvca 00uH 3 00Hum yepes Inmepuem. 10T nonecwye npamy inmezpauito izuunux 06’ckmie i3
Kibep-ceimom 3a 0onomozoio inmenekmyanvhux oamuuxie, RFID-mimox, cmapmeponie ma nocumux
npucmpois. Mepesci 10T npononyoms piznomanimui chepu 3acmocyeants, 0Xoni0w0UU MOHIMOPUHL
HABKOJIUWIHDBOZ0 CEPEO0sULLA, OXOPOHY 300p08’°A, PO3YMHI Micma, 8iliCbKO8Y asiauilo ma inmeneKmyaibHi
mpancnopmnui cucmemu. Kinoxicmo npucmpoie, 6iokpumux 011 3a2a1bH000CHYRHOT Mepedici, nOCHYR060
30iIbULYEMBCA; NPUCMPOT MAIOMb 6E3N0CEPEOHIO 83AEMO0II0 3 (hizuunum ceimom 014 360py oanux. Hapasi
O0Hi€I0 3 Haubinbw OUCKYCiliHuX npooaem pozeumky mepedxc 36'a3ky nocm-NGN € npobnema
ioenmudbixayii npucmpoie Inmepnemy peueit. Cyuacni memoou anoHnimizayii ma nepeoodayuyeana eeauKa
KinbKicmb npucmpoie Inmepnemy peueil, niOKII0UEeHUX 00 3A2ATIbHOOOCMYRHOT KOMYHIKAUIIHOT Mepeoici,
PoonaAms cyuacHi KOMYHIKaAuiiini cucmemu 6paziueumu O01s 37106MUCHUKIE. Ypa3nugicmp 0Oe3nexku
nonsnzace é Hemodcaueocmi aymenmudpixayii npucmpoie Inmepuemy peueil, uio 8iOKpUBAE MOMCIUBICHD
371086MUCHUKAM 8U20MOGIAMU KOHmMpaghakmui hizuuni ma eipmyanvui npooykmu.

Ia cumyauin eumazae 6e3neunux piwiens 011 3anodizanna empamu npueamuoi inghopmayii ma
37108 MUCHOT AKMUBAYIT 3a 00NOMO2010 00HOPAN2060i aymenmudikayii ma de3neunoi nepedayi Oanux mixe
eyznamu Inmepnemy peueii i cepeepamu. Oonax icuyroua cmpykmypa ma npumimueu 10T na ocnogi |P ne
noeHicmio po3poodyieHi 3 ypaxo8anHam modxcaueocmeit npucmpoie 10T 3 odmexncenumu pecypcamu
(makumu K eHepPzoCnONCUBAHHS, 00UUCIV8ANIbHUIL Pecypc, Jiana3on 368 °a3Ky, RAM, FLASH mowo). Ak
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Hacniook, nompioni oinbw 1e2ki pileHHs 0na 3abe3neuennna 6eznexku npucmpoie 10T 3 odmercenumu
pecypcamu.

Mema nonszae 6 momy, ug06 cmeopumu memoo aymenmugikayii Ha 0CHOGI 8IOKPUN 020 Ka10Ya 015
cucmemu 10T, sakuit 0yde o6inbw onmumizoeanum i 0Oe3neuHUM, HIHC MemoOu, AKi 6xice
euxopucmogyromusca ona Inmepuemy peueii. Y npoueci pobomu 6yno npoananizoeano oinbuticms
icnyrouux memooie aymenmudpikauyii Ha ocnoei eiokpumux knwouie. Ha ocnoei yvozo ananizy 0ys
3anpPONOHOGAHUII MEeMOO aymeHmupiKayii, AKUI NOCOHYE ICHYIOUI MEeMOOU 3 NOKPAUEHUM A120PUMMOM
Kpunmozpadgit.

Knwwuosi crnoea: 10T, Interent of Things, aymenmupixauisn, kpunmozpaghia, eéiokpumuii Kniou,
Inmepnem.
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